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ABSTRACT

Multi-layer authentication (MLA) plays a critical role in enhancing cloud
security by preventing unauthorized access and mitigating evolving
cyber threats. Despite the availability of numerous MLA strategies, their
evaluation and selection remain challenging due to conflicting criteria,
uncertain information, and subjective expert judgments. Existing
decision-making approaches often have limited capability to model
complex uncertainty and effectively capture the interrelationships among
evaluation criteria, which may affect the reliability of the final ranking
results. Motivated by these limitations, this study proposes a novel
Complex g-Rung Orthopair Fuzzy Frank CRITIC-MABAC (Cq-ROFF-
CRITIC-MABAC) framework for the evaluation and ranking of MLA
strategies in cloud computing environments. The proposed framework
integrates Cq-ROFSs to represent uncertain information, Frank
aggregation operators to combine expert assessments, the CRITIC
method to determine objective criteria weights, and the MABAC method
to rank competing alternatives. A real-world case study is conducted to
demonstrate the applicability and effectiveness of the proposed
framework. The results indicate that the proposed method generates
stable, consistent, and discriminative rankings, while comparative and
sensitivity analyses confirm its robustness and superiority over existing
MCDM  approaches. The proposed framework contributes a
comprehensive decision-support model for cloud security assessment
and provides practical guidance for cloud service providers and security

practitioners in selecting the most appropriate MLA strategy.
Keywords: Cloud security; Multi-factor authentication; Complex q-
rung orthopair fuzzy sets; Frank operators; CRITIC-MABAC; Multi-

criteria decision-making.
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1.| INTRODUCTION

The rapid expansion of cloud computing has fundamentally transformed modern digital
ecosystems by enabling scalable, flexible, and on-demand access to computing resources and services.
With the growing deployment of critical data, applications, and large-scale user interactions in the
cloud, data security, privacy, and access control in the cloud are of growing importance. Cloud
computing systems face a myriad of security risks, including unauthorized access, identity theft, data
breaches, and sophisticated cyber-attacks, that can impact their security, privacy, and availability. So,
cloud access and authentication remain a backbone of secure and reliable cloud computing
environments. MLA is a successful method to solve the above-mentioned problems, as it combines a
number of authentication technologies including passwords, biometrics, cryptographic tokens,
behavioral patterns, and context information. But the design and selection of an optimal MLA scheme
is a non-trivial task, as cloud authentication strategies need to be evaluated based on several,
sometimes conflicting criteria, such as security, usability, scalability, computational efficiency,
adaptability to security threats, and user acceptance. In addition, these parameters are interlinked
and may have different weights in different application scenarios and cloud service paradigms. The
uncertainty, subjectivity, and vagueness inherent in the opinions of experts also complicate the
assessment and prioritization of MLA strategies. The conventional security evaluation methods and
classical MCDM methods are not adequate for coping with the multi-dimensional uncertainty and
fuzziness. Classical methods of MCDM have been developed to rank alternatives based on multiple
criteria, but they require and assume certain and deterministic information, which does not apply to
actual problems in cloud security. To overcome this problem, the idea of fuzzy set (FS) theory has
been widely applied to integrate MCDM techniques into the modelling of uncertainty or linguistic
judgments. Generalizations such as intuitionistic fuzzy sets (IFSs) and Pythagorean fuzzy sets (PFSs)
offer a higher degree of expressiveness as they take into account non-membership information;
however, they are still not able to handle higher-order uncertainty and complex-valued expert
judgements. With the challenges reported in the previous research, this research presents a Cq-ROFF-
CRITIC-MABAC framework for structured evaluation and ranking of MLAs in cloud computing
environments. The scheme incorporates a complex-valued uncertainty model, flexible Frank
aggregation, objective criteria weighting, and an efficient ranking mechanism into one integrated
decision support system. By bridging the gap between advanced fuzzy decision-making theories and
the practical cloud security requirements, the proposed approach enables a robust, reliable, and
scalable solution that will improve the security of authentication and facilitate informed decision-
making in next-generation cloud systems. Further, many authors have applied this concept in various

areas and presented their views, such as an MLA system, which has been recommended by [1],
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confirming the theory of having multiple verifications, which offers a better security mechanism
against unauthorized access to the cloud. This model is in line with the theoretical notion of defense-
in-depth, which is the use of multiple security mechanisms at multiple layers to ensure cumulative
security against various threats. Kumar et al. [2] developed an MLA model that involves the use of
quality-of-service performance analysis with a strong emphasis on the theory of security-performance
trade-off. The paper highlights that the authentication mechanisms should not only be secure but also
efficient, which means they should achieve the performance expectations of a system, and illustrates
the idea of having well-balanced security mechanisms without impacting functionality or
throughput. The multi-level security of the cloud issues described by [3] proposed an abstract model
of vulnerability in the data, network, and application layers, which is theoretically illustrative. This
classification re-emphasizes the concept of threat management at multiple levels, which implies that
if there is control over the threat at different levels, its security will be comprehensive, and the
vulnerability of security loopholes will be minimal. To support these models, [4] proposed an
approach called a user-friendly and secure architecture, which uses a combination of strong
authentication and user experience. To provide further standing for the theoretical and practical
importance of MLA, [5] highlighted increased applications of multi-factor authentication techniques
to various cloud computing systems and pointed out that it has been successful in minimizing
unauthorized access and improving security. Otta et al. [6] have reviewed the MLA schemes, in which
systematic evaluation frameworks are highlighted as a crucial element to compare authentication
approaches in different aspects of quality, such as reliability, scalability, and usability. The studies
mentioned above demonstrate that the best cloud security is based on a multi-layered, multi-user,
and structured approach that is supported by theory and practice. The basic features of cloud security
decisions are multiple criteria, including technical reliability, user experience, cost, efficiency, and
flexibility against new threats. Secondly, fuzziness, imprecision, and subjective use of experts also
complicate the decision-making process, which renders traditional approaches of evaluation
ineffective. There is a pressing need for rigorous, systematic, and reliable frameworks that will be able
to address these problems and provide practical recommendations on the most effective
authentication schemes. To address this issue, the present study proposes a Cq-ROFF-CRITIC-
MABAC approach to evaluate and prioritize MLA schemes to enhance cloud security. The Cq-ROFS
is used to handle higher-order uncertainty in decision-making problems. It represents membership
and non-membership degrees in complex form, allowing more flexible modeling of uncertain and
imprecise information. The parameter q controls the range of these degrees, giving more freedom in
expressing expert opinions and reducing information loss. This makes the Cq-ROF framework

suitable for dealing with uncertainty in cloud security problems. Although the research in cloud
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security and MLA has made significant advances, there are still several shortcomings identified in
the current evaluation models. Most traditional MCDM methods are deterministic and cannot well
deal with uncertainty and vagueness arising from expert judgments. While fuzzy extensions like IFSs
and PFSs have enhanced uncertainty modeling, they may not be sufficient for capturing the
complexity of higher-order and complex-valued uncertain information that is typically found in cloud
security assessment scenarios. Moreover, current research has not yet linked flexible aggregation
mechanisms, objective criteria weighting, and powerful ranking methods together in the context of
assessing MLA strategies. Thus, there is a need for a complete decision-support model that is suitable
to deal with complex uncertainty and provides reliable and objective rankings. In order to fill this
gap, this paper proposes a new framework called Cq-ROFF-CRITIC-MABAC which integrates the
expressive power of Cq-ROFSs, the flexibility of Frank aggregation operators, the objectivity of
CRITIC weighting, and the stability of MABAC ranking.

1.1. | Study Framework

This paper is organized into eight sections. Section 1 presents the introduction, which
highlights why MLA should be used to secure the cloud environment, its history, and significance.
Section 2 discusses the research problem and the contributions of the research. Section 3 provides a
review of the literature in the areas of cloud security, fuzzy decision-making, and hybrid MCDM
techniques. In Section 4, the fundamentals of Cq-ROFSs are given. Section 5 introduces the proposed
Cg-ROFF aggregation operators, which have been developed to deal with uncertainty and the
interdependency of multi-criteria assessments. Section 6 discusses the detailed usage of these
operators in the CRITIC-MABAC decision-making method for secure cloud authentication
mechanisms. Section 7 contrasts the proposed model with the existing fuzzy and MCDM models to
demonstrate the stability and superiority of the proposed model. Finally, Section 8 concludes the
study with a discussion of the results, implications, and future research lines. A graphical

representation of the manuscript is shown in Figure 1.
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Figure 1. Manuscript Road Map.

1.2. | Research Problem

MLA has become a key security solution in cloud computing to protect systems from
unauthorized access, data leakage, identity theft, and advanced cyberattacks. With the increasing
adoption of cloud services, businesses are increasingly turning to MLA solutions to protect critical
data, comply with regulatory standards, and maintain business continuity. But choosing the right
MLA strategy is not straightforward. It involves multiple criteria that often conflict with each other,
such as authentication strength, user convenience, computational cost, scalability, and resilience
against future threats. This is a decision-making role that is further confused by expert assessments,
which are usually vague, incomplete, and subjective. The problem of multidimensionality of
uncertainty in cloud security assessment cannot be addressed by the traditional decision-making
methods, including the classical and basic FS-based ones. Advanced fuzzy approaches like the IF
approach, PF approach, and q-ROFSs can model uncertainty in terms of membership and non-
membership grades, but cannot deal with higher-order uncertainty, interdependencies among the
criteria, and the complex structure and the nature of the expert assessments. In order to overcome
these challenges, the present work suggests a Cq-ROFF-CRITIC-MABAC framework for ranking the
MLA strategies in cloud security. To model uncertainty and get a more realistic representation of
expert opinions, the proposed model represents uncertainty by complex values on the membership
and non-membership sets of the complex plane. Furthermore, the weights are assigned in an objective
manner in the CRITIC method, and the MABAC method gives a systematic and strong ranking. The
use of Frank aggregation operators retains expert preferences and the interdependencies between

criteria, leading to stable, transparent, and highly discriminative decisions. Moreover, in the
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literature, different MCDM frameworks discuss MLA, such as Youssef et al. [7], who introduced an
integrated framework of MCDM grounded on TOPSIS and BWM of cloud service selection to offer a
structured approach to cloud alternative evaluation based on various criteria. Nevertheless, the
framework is based on traditional real-valued information and is thus inappropriate to represent the
multidimensional uncertainty that exists in the secure cloud and MLA environment, where
uncertainty simultaneously depends upon authentication levels, threat interactions, and operating
environments. Mostafa [8] suggested a cloud service selection model developed as a model of the
MCDM best-only method, which is more effective in weighting but deterministic in assessments, and
neglects all multidimensional uncertainty related to the changing authentication reliability and
security risk. Tomar et al.[9] proposed a hybrid MCDM model that is more accurate in decision-
making by combining several methods; however, the model uses the conventional uncertainty
representations and is not expressive enough to represent the g-rung orthopair information of higher
degrees of freedom, resulting in the loss of information in the complex cloud security assessment.
Similarly, Tiwari and Kumar [10] introduced a strong MCDM model with modified TOPSIS to
enhance the stability of the ranking, but the model fails to model the interrelations between the
different evaluation criteria under multidimensional uncertainty, nor does it accommodate the
flexibility of representing the uncertainty degree across different authentication levels.

A critical synthesis of these studies reveals several unresolved research gaps:

» Existing MCDM-based cloud evaluation frameworks are unable to model multidimensional
g-rung orthopair uncertainty that naturally arises in MLA decision problems.

* The adjustable g-rung structure, where membership and non-membership information
modeling are handled independently and flexibly, has not been explored much in cloud
authentication assessment.

* Interdependence between security, usability, and cost quality under uncertainty of
multidimensionality is not captured and, hence, results in poor prioritization results.

* Current ranking mechanisms exhibit limited discrimination and robustness when alternatives

perform similarly under uncertain and dynamic conditions.

To bridge these gaps, this study proposes a Cq-ROFF-CRITIC-MABAC framework for the evaluation
and ranking of MLA strategies in secure cloud environments. Moreover, characteristics of the

proposed work and existing theories are given in Table 1.
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Table 1. Characteristic coverage table (0=No, 1=Yes).
Y f et al. Tiwariand | P d

Characteristics Covered ouss[s] 3| Mostafa [8] |Tomar et al. [9] KII,IVI\:;II' a[rll 0] r‘(;foiie
Identification of cloud security Ves Ves Ves Yes Yes
threats
DISCLISSIIOII of authentication No No No No Yes
mechanisms
MLA security approach No No No No Yes
Uncertainty handling No No No No Yes
Systematic ranking No No No No Yes
frameworks
MCDM decision-making Yes Yes Yes Yes Yes

Characteristic comparison of cloud security studies with the proposed work is shown in Figure 2.

Characteristics Comparison of Cloud Security Studies

Proposed Cq-ROFF-CRITIC-MABAC

Tiwari & Kumar (2021)

Tomar et al. (2023)

Mostafa (2021)

Youssef et al (2020).

0.0

Identification of cloud security threats
Discussion of authentication mechanisms

T
0.2

T
0.4

T
0.6

Characteristic Value (0 = No, 1 = Yes)

Characteristics
B MLA security approach

Multidimensional uncertainty handling

T
0.8

T
1.0

M Systematic ranking frameworks
MCDM decision-making

Figure 2. Characteristic comparison b/w other theories and the proposed work.

1.3. | Contributions

The evaluation of MLA strategies in cloud security is critically challenged by

multidimensional, interdependent, and conflicting uncertainties inherent in expert judgments.

Typical existing frameworks are not sufficient to model these uncertainties, leading to less reliable,

robust, and interpretable security assessments. To overcome these limitations, this paper proposes a

new Cq-ROFF-CRITIC-MABAC model that provides a systematic, uncertainty-conscious, and data-

driven model to rank MLA strategies. The key contributions of this research are:

a) Development of four advanced Cq-ROF Frank aggregation operators:

* (Cg-ROF Frank weighted average (Cq-ROFFWA) operators.

* Cq-ROF Frank ordered weighted average (Cq-ROFFOWA) operators.

* (Cg-ROF Frank weighted geometric (Cq-ROFFWG) operators.

* Cq-ROF Frank ordered weighted geometric (Cq-ROFFOWG) operators.
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These operators enable a good combination of multidimensional expert judgments, sustain
interdependences between criteria, sustain critical reviews, and properly address hesitation and
contradictory views. They greatly improve consistency, openness, and clarity of group decision-
making.

b) The proposed model combines the operators of Cq-ROFF with the CRITIC weighting method and
MABAC ranking method, and enables a systematic, objective, and uncertainty-aware prioritization of
MLA strategies when there is incomparable and interdependent performance measurement.

¢) The framework is applied to real-life cloud security contexts, and it proves to provide the capacity
to support organizations in choosing the best authentication strategies.

d) The comparative analysis of the proposed Cq-ROFF-CRITIC-MABAC model and current methods
of fuzzy, MCDM, and complex fuzzy models proves that the proposed approach is more accurate, more
stable, and reliable in the process of making the decision, and could be called a powerful tool to optimize
the management of cloud security.

The proposed study is organized into four main components, including mathematical
foundations, research problem formulation, CRITIC-MABAC methodology, and comparative
analysis. Each part explains a specific stage of the research, starting from basic concepts to final

evaluation and results. This flow provides a clear understanding of how the proposed framework is

developed and applied, as shown in Figure 3.

Contributions

©)

x ©) ©; ,
[[ MFatheglatglcal - N ~ N Comparative
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>, Research CRITIC (_ Analysis
Problem MABAC
@ =N (" N 7 B - N
We have defined In this section we have
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« g-ROFSs
= Cqg-ROFSs * Literature Study « CRITIC-MABAC + Comparison
* Operational Laws * Research Gaps Approach * Result Discussion
* Cq-ROFFWAOs * Research Problem « Numerical Problem * Conclusion
* Cq-ROFFEGOs « MCDM « Score Values » Key Findings
* Ranking
9 > " P o ) Y y

Figure 3. Main contributions of proposed work.
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2.| LITERATURE REVIEW

Cloud security has emerged as one of the keystones of the contemporary digital infrastructure
after the increasing use of cloud resources to store and process sensitive data in organizations. Cloud
environments are truly the most flexible, scalable, and economical, but they also present some serious
risks that may interfere with data confidentiality, integrity, and availability. Not only will cloud
security help to avoid unauthorized access, data breaches, and cyber-attacks, but also guarantee
regulatory compliance, business continuity, and organizational trust. When organizations do not
have effective protection, they experience significant operational, financial, and reputational impacts,
which makes it highly significant to prepare holistic and proactive security measures. Omer et al. [11]
introduced a background survey of the concept of cloud security, types of services, limitations, and
challenges, yet their research was not systematic in nature, as it was more of a description rather than
a systematic assessment of security measures. [12] have examined the current cloud security models
and pinpointed the loopholes in identity and access management, and suggested qualitative
measures, but their method failed to offer objective ranking and prioritization of authentication
measures. Kumar and Goyal [13] assessed cloud security requirements, threats, and vulnerabilities
and countermeasures, but based on deterministic models and did not consider the uncertainty and
interdependency of the security decisions in the real world. As the complexity of operations increases,
feasible remediation methods have been sought. The cybersecurity vulnerabilities and mitigation
identified by [14], based on cloud security tools, and the operational relevance of the focus on
intrusion detection and automated access control, were not considered in this study. The vagueness
and uncertainty of the expert judgment on the authentication strategies were not considered in this
study. The review of security concerns of clouds, threats, and attack vectors offered by [15]
emphasized the role of multi-factor and layered authentication as the means of fighting the hi-tech
cyber threats, yet failed to offer a formal model upon which alternative strategies may be compared
or ranked. Deshpande et al. [16] conducted a thorough cryptographic evaluation aimed at improving
data confidentiality and integrity and found that encryption was effective in securing the cloud
services, but the authentication was one-sided without advocating the multi-criteria trade-offs in
terms of usability, scalability, and costs. Kumar and Sah [2] presented an MLA model for cloud
environments that incorporates security and QoS aspects. They found that implementing multiple
authentication layers could improve cloud security without compromising system performance and
resource utilization. Saradha et al. [17] proposed an efficient auditing scheme to enhance the security
of cloud data and access control. Their way of doing things strengthened data security and liability,
highlighting the significance of robust audit trails in preventing unauthorized access and security

dangers. Despite notable progress, significant research gaps persist. Most of the previous work
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focuses on cloud security from one technical or conceptual perspective, without offering integrated
and uncertainty-aware frameworks for evaluating MLA. Moreover, the uncertainty of expert
judgments in making decisions about cloud security is subjective and imprecise in many aspects, and
there are many conflicting expert judgments. Traditional evaluation methods do not capture more
complex uncertainty, reluctance, and inter-criteria relations in the real-world cloud environment.
However, the procedures to determine the weighting and ranking of the MLA alternatives using
objective criteria have not been standardized in MCDM. The limitations thus imposed pose an urgent
need for better fuzzy decision-making models that can deliver strong-order uncertainty and deliver
strong and defensible rankings. This paper, in turn, presents a Cq-ROFF-CRITIC-MABAC model to
evaluate and rank MLA strategies in a systematic way, which satisfies critical gaps in the study of the
topic of secure cloud authentication.

2.1. | Literature Review on MCDM with different fuzzy frameworks

MCDM is proven to be one of the most efficient analytical paradigms to deal with complex
decision problems involving conflicting criteria, uncertain information, and subjective evaluations by
experts. The application of fuzzy theory and MCDM has improved the capacity of decision-support
systems to deal with imprecise and vague information much better. Abdullah [18] did an extensive
review of fuzzy MCDM methodologies and showed their applicability in various decision domains.
Similarly, [19] proposed a fuzzy MCDM model for supplier selection, and they demonstrated the
effectiveness of fuzzy approaches in decision-making problems in the industry. [20] evaluated the
energy performance of buildings with fuzzy MCDM techniques, and [21] proposed an integrated
fuzzy decision-making model for prioritizing the renewable energy options. The [22] suggested a
fuzzy MCDM model based on graph theory for the selection of the location of disaster containers,
where uncertainty is present. They showed that fuzzy decision-making techniques can be useful in
the real world for complex criteria and emphasized the necessity for using complex fuzzy MCDM
techniques in real-world decision problems. These trailblazing research works laid the groundwork
for fuzzy MCDM and showed its usefulness for practical applications in the solution of complex, real-
world problems. But classical FSs are only capable of carrying membership information and therefore
are limited in modelling the uncertainty and hesitation involved in an expert assessment. The
drawbacks of the traditional FSs were overcome by the more expressive representation of
membership and non-membership degrees, which is achievable through IFSs. Sharma et al. [23]
presented a review on the development of fuzzy and IF-based MCDM methods and highlighted the
significance of these methods in the field of decision making under uncertainty. The [24] defined
knowledge measures in IFSs and showed their use in MCDM problems. To address the issue of the

inconsistency of the decision, [25] proposed a modified IF MCDM methodology, and Tao et al. [26]
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presented a dynamic group decision-making framework that can address evolving preference
structures. Faizi et al. [27] also applied the IFSs approach to the problem of group decision-making.
Furthermore, [28] used IF MCDM techniques in cloud service provider selection, which illustrates the
actual importance of uncertainty-aware decision-making support in cloud computing environments.
On one hand, IFSs provided a relatively better representation of uncertainty than classical FSs, but on
the other hand, the limited feasible domain of IFSs limits their capability of modelling highly
uncertain and complex decision information. To further improve the uncertainty representation,
researchers adopted complex-valued fuzzy environments and developed advanced aggregation
mechanisms. In order to solve complex decision-making problems, [29] proposed interval-valued
complex single-valued neutrosophic aggregation operators and proved that they are effective in
complex decision-making. Similarly, [30] presented complex IF power interaction aggregation
operators and their applications to MCDM problems. These studies showed that complex-valued IFSs
have more descriptive power than the traditional real-valued framework and offer a richer
representation of experts' assessments of uncertainty. A big step forward in fuzzy decision-making
was made by introducing PFSs, which extended the allowable range of membership and non-
membership grades. Peng et al. [31] combined the PF information and CRITIC and CoCoSo
methodologies to analyze the alternatives in the 5G industry to get better decision discrimination
performance. The [32] introduced a hybrid PF MCDM model, while [33] used a PF CRITIC-VIKOR
model for agricultural decision-making. Similarly, [34] made another effort to make aggregation more
flexible by combining Schweizer-Sklar operational laws with PF rough sets. In spite of the fact that
PF environments can represent more information than IFSs, they still have limitations in the decision
structures to be real-valued and cannot represent more complicated uncertainty information.
Recently, q-ROFSs have attracted considerable attention owing to their superior flexibility and
stronger uncertainty modeling capability. The main difference between the IFS and q-ROFSs is that
the latter allows a significantly larger information space for expressing expert judgments by relaxing
the constraints imposed by IFSs and PFSs. Biswas et al. [35] applied the concept of g-ROF numbers to
analyse EVs from a comparative perspective, and [36] presented a ¢-ROF PROMETHEE method for
MCDM. The [37] proposed an orthopair fuzzy group decision-making model with supplier selection
by using a new distance function, and [38] extended the use of orthopair fuzzy soft sets in group
decision making. Some methodological improvements were introduced by [39], who combined the
extended MABAC approach with Aczel-Alsina generalized weighted Bonferroni mean operators to
better consider inter-criteria relationships. Then [40] suggested a holistic decision analytics
framework, which explicitly accounts for the correlation among the criteria, and [41] went on to

propose a Dice-Jaccard similarity-based decision model for the selection of a green hydrogen
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electrolyzer to enhance the discriminatory power of the alternatives. Moreover, [42] proposed a g-
ROF MADM model with the use of Frank operational laws and power aggregation operators, which
showed the effectiveness of the Frank operations in providing flexibility in aggregation and
robustness in decision making. Moreover, [43] presented entropy-based measures under q-ROF soft
sets, which further enhanced the theoretical aspect and practical application of the g-ROF decision-
making models. Ali et al. [44] proposed circular p, g-quasirung FSs and new aggregation operators
for improving the uncertainty modelling of decision-making problems. The proposed framework was
applied to the problem of green supplier selection, showing its ability to deal with the information of
evaluation in a complex and uncertain situation. While there have been important advances in fuzzy
MCDM, several research challenges have been left open. The classical fuzzy model, IF model, PF
model, and q-ROF model have been evolving in the direction of representing uncertain information,
but most models of decision-making are still created under real-valued environments. They may,
therefore, not be representative of the complex nature of expert assessments that one might encounter
in modern decision problems with a security concern. Moreover, although the latest advances have
studied higher-order aggregation rules like Aczel-Alsina, Schweizer-Sklar, and Frank operational
laws, these rules have been investigated mostly within the traditional fuzzy structures. One of the
challenges is the integration of the operational laws of Frank fuzzy logic in the Cq-ROF environment,
which has not yet been explored. The provided gap justifies the addition of the Cq-ROFF-CRITIC-
MABAC model, which adds much more detailed information to the existing paradigms and provides
multidimensional decision details and, in the end, the opportunity to rank the MLA approaches used
to ensure the security of clouds more correctly and reliably.

3.1 PRELIMINARIES

This section presents the basic definition of Cq-ROFSs and explains their operational laws and
main mathematical properties.
Definition 1: [49] Let [ be the universal set. Then Cq-ROFS ¥ can be expressed as;

T={(hBm(h),B"(h))|h € fi} = {(h, B™ + 3™, B + 3™)|h € A} (1)
Where, B™: I - [0,1] is the grade of membership and B": H - [0,1] is the grade of non-
membership satisfying the condition
0 < (8™ + (8™ < 1and0 < (8™)T + (8™ < 1

Where, § > 1.
For simplicity, Cq-ROFN is denoted by: F = {B™ + (3™, 3T + 3™},
Definition 2: [49] Let ¥ = {B™ + (3™, 37 + 3™} be a Cq-ROFN, then the score and accuracy are

defined as;
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1 4 .4 o o
s(®) = {2+ (™) + (8™)" - (3™ - (8™)7)
1 o g . o
A =2 {2+ @™+ (B8™)" + (3™ + (3™
Definition 3: [49] Let ¥; = {Bllm + B B3I 4 LB?} and ¥, = {Bzmvr + BT, 30T + LB?} be two Cgqg-
ROEFNs; the following operational laws are satisfied
q — . H — d — d N
(B + (537 - (877 (57)° +
ey + (3 - @y,

(BI)(857) + (BT)(BF)

1. ?1@?2 -

(BT (BIT) + (BT (BT,
pr@r, = | )+ (87 - (87 (61 +

B )" - (o (o)

3.0(F) = (% —(1— (@™ + 31— (1 - (B} @+ ™)

4.7 = (B™ + 6™, V1 (1 — B + Y1 (1— (E™)* )
Definition 4: [50] Consider p and v to be two real numbers. Then the Frank t norm and t conorm are
defined as
E—1

Fra*(y,v) = log; (1 + w)

Er-DE™" - 1))

Fra®(u,v) = 1 —log (1 + f—1

Where (p,v) € [0,1] X [0,1] and € # 1.

4.1 FRANK AGGREGATION OPERATORS BASED ON CQ-ROFNS

Frank operational laws provide a flexible aggregation framework through a tunable
parameter that adapts to different levels of criteria interaction. They generalize multiple t-norms and
t-conorms, offering a unified and consistent structure. Their smoothness and stability improve the
reliability of results. Overall, they effectively capture complex relationships in uncertain decision-
making environments.

In this section, Frank operational laws for Cq-ROFNs are formulated, followed by the
development of several Frank aggregation operators, namely Cq-ROFFWA and Cq-ROFFWG.
Definition 5: Let A and ¢ be two real numbers. Then Frank t-norm and Frank t-conorm for three Cg-

ROFNs %, ¥4, and ¥, are defined as;
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! 1- loge <1 N (51_(5;%) - ;)_(T—(ggfr) B 1)) )
L% = Lﬁ 1~ log, <1 . (51—(5?1) _ ;)_(il_(ﬁgﬁ) j 1))
= <1 ' il ; )—(i(w : 1>> + ftoge <1 ; (s - D_(i(s’?ﬁ - 1)>

a 105 (1 N (S(BF’) - 1) (g(ﬁaﬂ) - 1)) a (1 . (g(rﬂm) - 1) (5(1312%) _ 1)) |

et a 1_zogg<1+(fl_m _;)_(il-(s;‘r) _1)>+
1_log5<l+(f”“?‘> (e —1))

_\q A iy R
q (El_(ﬁmr) - 1) q (61_(|3m1) _ 1)
1—loge| 1+ N +¢ [1—logs| 1+ N ’
a (E(Bﬁ)‘? B 1)’1 . (f(ﬁm)ﬁ ~ 1)/1
logf 1+W +( logg 1+W

i] ( (g(BnTr)a : 1)A> i/ < (f(Bﬁl)a _ 1)A>

loge| 1+ G-pi +¢ [loge 1+W ,

4. 7t =
i] < (p—(rsn“r)a B 1)A> ﬁj < (51—(Bm)ﬁ ~ 1)z>
1-logs| 1+ G-D1 +t |1—loge 1+W

3. ¥ =
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Definition 6: Let ¥ = (Bfﬁ, BE) = {Bfﬁ + Lﬁfm, Bkﬁ? + LBT}(I; =1,2,3,..,2z) be a collection of Cqg-
ROFNs with the weight wy (k = 1,2,3,...,2) satisfying w € [0,1] and Z§=1wk = 1. Then the Cg-
ROFFWA operator is defined as;

A
Cq— ROFFWA(%,, %y, ..., Fy) = 2 w By (2)
k=1

Theorem 1: By using eq. (2), the Cq-ROFN aggregation operator consistently generates a result that
is itself a Cq-ROFN and;
Cq — ROFFWA(%,, %y, ..., i)

\ G lng 1+ 1_[ (E(BF)CI _ 1) k N tq logf 1+ 1—[ <§(BF)‘1 _ 1) k
k=1

Definition 7: Let ¥ = (Bm Bf) = {Bkar + lBle, Bkﬁ + LBF}(L{ =1,23,..,2z) be a collection of Cqg-
ROFNs with the weight wy (k= 1,2,3,...,7) satisfying wy € [0,1] and Zf(zlwk = 1. Then the Cg-
ROFFWG operator is defined as;

Z

Cq — ROFFWG(%y, Tz, ..., Fy) = n(?k)“"" (4)

k=1
Theorem 2: By using eq. (4), the Cq-ROFN aggregation operator consistently generates a result that
is itself a Cq-ROFN and
Cq — ROFFWG(%,, Ty, ..., )

. Z N wy . Z

q rm@ s
+ 1 |log; 1+1—[<f(5k) —1) ,

k=1 k=1
- (5)
a z N\ wy a : and w
1~ logs 1+ﬂ<fl‘(“k) —1) +1|1—loge| 1+ <51-(f51.<) _1>
ket k=1

5.1 CRITIC-MABAC APPROACH

In this section, we introduce the CRITIC-MABAC method using Cq-ROFNs in consideration
of the introduced aggregation operators. The CRITIC method can be used to calculate the objective
weight of the criteria, taking into account the conflict between them and the variability of the criteria.
This helps to minimize subjectivity and increase the reliability of the evaluation process. The MABAC

method was chosen because it is based on measuring the distance of the alternatives from the border
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approximation area and has the ability to give stable and reliable rankings. In contrast to some
traditional ranking approaches, MABAC is a simple, robust, and effective alternative ranking
approach that can effectively distinguish between the competing alternatives. These features make it
especially appropriate for testing MLA approaches of different authentication criteria and uncertain
expert judgements.

The algorithm of CRITIC-MABAC is shown in Figure 4.

CRITIC-MABAC APPROACH

Construct Decision Matrix O
Construct the Cq-ROF matrices representing

the initial assessments of DMs.

—

—O Aggregated Matrix

Using Cq-ROFFWA operator we will
aggregate the Cq-ROF matrices.

Normalized Matrix
Normalize the Cq-ROF matrix.

CRITIC Approach
To find Criteria Weights.

Score Matrix
Construct the score matrix.

~— —
!

Correlation Coefficient
Find correlation coefficient.

Standard Deviation
Compute the attribute standard deviation

—

Information of Attribute
Analyze the amount of
information of each attribute.

Criteria Weights

Obtain the criteria weights.

MABAC Approach

To find the best alternative.

Construct Decision Matrix
Which is done in step 1.

Aggregated Matrix

Done in step 2.

) e’ ey S’ e

Normalized Matrix
Done in step 3.

— —~—
9' @0'e'e'e
7
5

Weighted Matrix
Obtain weighted matrix using attribute weights

QA @ aa a/a a

-

BAA Matrix

Obtain border approximation area (BAA) matrix

H
‘9

P
!

Distance From BAA
Calculate distance between
each alternative and BAA .

Distance Sum
Sum distance for each alternative.

—

@
1
!

Ranking

Rank the best alternative.

a (a
—

Figure 4. CRITIC-MABAC approach roadmap.
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To address an MCDM problem involving Z alternatives (¥i,¥,,...,¥;), where these
alternatives are evaluated by experts (Ey, E,, ..., E;) in a Cq-ROF environment across a set of k distinct
attributes (A, A,, ..., Ay). Additionally, expert weight is given as w = (wq,wy, ...,w)) where w, €
[0,1] and Zli(=1 w; = 1. Where the weight of attributes calculated by the CRITIC method is w =
(wl, W1, en) “)k) where w; € [0,1] and 21;:1 w; = 1.

Algorithm;
The algorithm of CRITIC-MABAC has the following steps.

Step 1: Construct the Cq-ROF matrices representing the initial assessments of DMs.

((rs;?)"ﬂ(rs’r; ) ((szr?)‘“‘ﬂ(rs@ ) ICHRY Gl
(BT + u(BT)* (BT +uBH)* (BT +u(BE)*
<<rs;ﬁff+z(rs;ﬁl)".) ((ﬁg)m(@m) (( )+ W)

- — — o - - -
D GBI+ B ) \ BE) +1(BR)* (BE) + (BFL)*

ij

<(f5x’”7)t;t(f3xﬁf)t.) ((B;ﬁ{)t'{i‘(ﬁfg)t') ((mev;)t‘;‘(ﬁxﬁ;)t)

(B +u(BE)* B+ u(BE)* (BEY +u(BE)E

Step 2: Using the Cq-ROFFWA operator, we will aggregate the Cq-ROF matrices.
Step 3: Normalize the Cq-ROF matrix.
For benefit type data.
D{; = {B™ + 6™, B + 3™}
For benefit type data.
D ={(1—-B™)+(1-B™),(1-B"™)+(1-B™)}
Step 4: Calculation of criteria weights through the CRITIC approach

Step 4.1: Construct the score matrix;

€11 €12 Ci1y
_|€21 €22 Cay
Cx1 Cx2 Cxy

Step 4.2: Find the correlation coefficient.
_ Yici(eij — ) len — e)
K=
—\2 —
JZ?:l(Cij - C]) Yo (e —cx)?

Step 4.3: Compute the attribute standard deviation;

1

_\2
Zf=1(cij - C])

Step 4.4: Now we will analyze the amount of information of each attribute, which represents the

degree of useful discriminatory information carried by a criterion. It is determined based on the
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variability of the criterion values and their interrelationships with other criteria. A higher value

indicates greater importance and contribution of that attribute in the decision-making process.

y
;=5 2(1 —t),  j=12,.y
k=1

Step 4.5: Obtain the criteria weights.
;

“ Zi'/=1 ¢J’

Step 5: Now we will use the MABAC method, which has the following steps.

Step 5.1: Construct an initial decision matrix representing the assessments of decision-makers, as
obtained in Step 1.

Step 5.2: Using the Cq-ROFFWA operator, we will aggregate the matrices as done in Step 2.

Step 5.3: Next, we will normalize the data as done in Step 3.

Step 5.4: Now we will obtain the normalized matrix using weights of attributes (obtained in Step 4.5)

by the following formula.

a (51 (e _ (51_(;5%1)@ _ 1)“”’
1-logs| 1+ - 1)@,-—1 —log:| 1+ Do ,
Nij = w;Dy; =
a 505’")" ~1)° (e 1)”
loge| 1 + )w]—l +1 log; 1+ NEhTE.
Step 5.5: Obtain the BAA matrix.
a z (Bm)‘? i a ¢ (B,m)a 7
loge 1+1_[<f ij —1> + 1 |log: 1+1_[<§ ij _1> '
1 i=1 i=1
Bl] = (]\[i}.)@ =
- g ~ 1 . 9 R 1
a ar g 4 ai\d g
1—loge 1+n<fl_(ﬁ”) 1> +t|1-logs 1+1_[(§1 (BU) —1)
i=1 i=1

Step 5.6: Calculate the distance between each alternative and BAA by;
1
( ij» U):Z(LM;YLT er|+|le_Bml|+|NnT_Bnr|+|Mnl BnlD

Step 5.7: Now, we will sum up the alternatives by using the following formula;

y
S(N) = Z Dy
=
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6.1 CASE STUDY

A cloud service provider aims to enhance the security of its infrastructure by implementing
advanced MLA schemes. The primary goal of the provider is to choose the best option that guarantees
a high level of security, ease of use, economical nature, and ability to resist unpredictable/partial
threat data. The provider has difficulties in making a definite choice because of the unclear definition
of the security threats, different user behavior, and incomplete assessment data. Therefore, an
uncertainty-aware evaluation is essential to rank feasible MLA schemes under multiple conflicting
criteria.

Need for Evaluation: The cloud provider must rigorously evaluate MLA alternatives before
full-scale deployment to avoid potential security breaches, user inconvenience, and unnecessary
financial burden. Each authentication method imposes different requirements in terms of technical
complexity, usability, cost, and uncertainty management. Since expert judgments about these criteria
are often vague, imprecise, or hesitant, conventional crisp evaluation techniques are inadequate. A
robust MCDM framework capable of handling uncertainty, expert hesitation, and interdependent
criteria is therefore crucial.

Proposed Framework Effectiveness: The proposed Cq-ROFF-CRITIC-MABAC model enables
the provider to be more flexible and more precise in outlining the uncertain expert opinions. The
CRITIC method objectively computes the weights of criteria by considering conflict and variability,
in contrast to the Frank aggregation operator, which classifies the nonlinear connection between
expert evaluations. MABAC also compares alternatives on the basis of their distance to the ideal
solution, which provides fair and operationally viable comparisons. Together, this framework
produces a realistic, defensible, and uncertainty-aware ranking of MLA schemes, guiding the
provider toward the most secure and practical authentication strategy.

A cloud services provider is changing to a hybrid cloud, for which it has the alternatives
shown in Table 2.

Table 2. Alternatives to secure clouds.

Symbols Alternative Description

This will remove traditional passwords, and instead, it will

Passwordless use hardware tokens that adhere to the FIDO2 standard and

Authentication via

N, biometrics. It has a high cost of hardware and deployment
Hardware Tokens + . o s -
. . and is much more limiting in scalability to millions of users,
Biometric Layer . iy . .
but it greatly mitigates the risk of phishing.
Innovative and smart solution where the authentication
N Multi-Context Adaptive | system is dynamically set to adjust to the user context,
2

Authentication (MCAA)| location, device risk, and behavior. Although it has good
resilience and flexibility, it is expensive to invest in machine
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learning systems and can be subject to regulatory challenges
with the issue of data privacy.

An innovative authentication system that combines

Password + Mobile App | passwords and push notification applications, and ongoing
N Push Notification + behavioral biometrics. It enhances user-friendliness and
Behavioral Biometrics privacy but requires high-level Al-based infrastructure and
constant connectivity of the equipment.
One of the widely accepted MLA approaches is the use of a
Password + SMS OTP + | password with an SMS based one-time password and
N, Biometric biometric authentication. It is very strong in terms of
Authentication defense layering and susceptible to SIM swapping and

phishing, and can be a source of user friction.

Criteria evaluation is discussed in Table 3.

Table 3. Criteria for evaluation.

Attribute

Description

Symbols
Ay

Security Strength

Such a requirement is used to assess the general strength of
the MLA approach to withstand brute-force and phishing,
man-in-the-middle, and insider attacks. Financial
organizations focus on those approaches that reduce the risk
of breaches.

Usability and User
Experience

This must be user-friendly; no one will adopt a very
complicated authentication system. Customers must be
assured of access and security, which balances the need to
keep a balance between being friction-free and offering
security.

Implementation Cost
and Scalability

This attribute quantifies the preliminary deployment,
hardware/software, and capability to expand to millions of
customers. Financial institutions are required to make sure
that the security investments are long-lasting over the
infrastructure through which they operate.

Adaptability and
Regulatory Compliance

Authentication solutions should be able to keep up with the
changing threat environment, as well as comply with
financial laws such as PCI-DSS, GDPR, and PSD2. Adaptive
solutions are preferred for long-term resilience and
compliance.

6.1. | Numerical Illustration

For this assessment, three experts are engaged with weights (0.35,0.25,0.4). Then the
evaluation comprises four attributes of MLA, whose weights are objectively obtained through the
CRITIC process. The Cq-ROFF-CRITIC-MABAC model is thereafter utilized to rank the alternatives

of authentication.
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Step 1: Cq-ROF matrices of every expert are given in Tables 4, 5, and 6.
Table 4. Values described by expert 1.
Ay A, A Aq
N (0.84 + 10.74,) (0.77 + LO.54—,) (0.29 + 10.74,) (0.33 + LO.75,)
1 0.47 +10.39 0.47 +10.42 0.81 +10.55 0.88 +10.38
N (0.71 + LO.24,) (0.65 + 10.69,) (0.47 + 10.85,) (0.46 + 10.66,)
2 0.55+10.93 0.35+1:0.71 0.77 +10.22 0.71 +10.29
N (0.67 + 10.38,) (0.92 + 10.44,) (0.88 + 10.67,) (0.86 + 10.47,)
3 0.74 +10.74 0.55 +10.68 0.39 +10.37 0.38 +10.66
N (0.94 + 10.49,) (0.33 + 10.71,) (0.58 + L0.83,) (0.77 + 10.61,)
4 0.61 +10.63 0.78 +10.37 0.44 +10.49 0.55 +10.39
Table 5. Values described by expert 2.
Ay A, A Ay
N (0.74 + 10.59,) (0.49 + 10.37,) (0.65 + 10.71,) (0.59 + 10.61,)
1 0.35+10.73 0.52 +10.87 0.48 +10.44 039 +10.27
N (0.59 + 10.87,) (0.67 + 10.69,) (0.47 + 10.63,) (0.66 + 10.49,)
2 0.47 +10.68 0.46 +10.37 0.59 +:0.37 0.47 +10.52
N (0.67 + 10.68,) (0.82 + 10.19,) (0.71 + 10.33,) (0.39 + 10.82,)
3 0.39 +10.82 0.38 +10.97 0.36 +10.74 0.63 +10.37
N (0.29 + £0.57,) (0.63 + 10.28,) (0.88 + 10.27,) (0.76 + 10.36,)
* 0.88 +10.39 0.37 +10.83 0.51 +0.85 0.45 +10.77
Table 6. Values described by expert 3.
Ay A, A A
N (0.73 + 10.29,) (0.59 + £0.63,) (0.68 + 10.71,) (0.37 + 10.95,)
! 0.29 +0.93 0.46 +10.29 0.33 +10.42 0.64 +:0.08
N (0.37 + 10.31,) (0.38 + £0.71,) (0.71 + 10.51,) (0.48 + 10.19,)
2 0.71 + :0.84 0.66 +10.33 0.29 +:0.47 0.31 +:0.88
N (0.66 + 10.71,) (0.17 + 10.55,) (0.39 + L0.63,) (0.74 + 10.38,)
3 0.37 +10.27 0.88 +10.41 0.57 +10.37 0.37 +10.63
N (0.57 + 10.61,) (0.91 + £0.53,) (0.71 + 10.34,) (0.59 + 10.55,)
4 0.44 +10.37 0.09 +1:0.41 0.44 +10.84 0.45+10.61
Step 2: The aggregated matrix using the Cq-ROFFWA operator is shown in Table 7.
Table 7. Aggregated matrix.
Ay A, A Ay
N (0.78 + L0.63,) (0.67 + 10.57,) (0.62 + 10.72,) (0.47 + 10.87,)
1 0.36 + 10.66 0.48 +10.44 0.50 +:0.47 0.64 +10.19




EEM A caderiiéians-Gate

N (0.61 + 10.68,) (0.60 + 10.70,) (0.61 + 10.73,) (0.55 + LO.SS,)
2 0.59 +1:0.83 0.48 +10.37 0.49 +:0.34 0.46 +10.53
o | GRE | GED | GReD | Ghied)
N (0.81 + L0.57,) (0.80 + 10.61,) (0.75 + L0.69,) (0.72 + 10.55,)
4 0.59 +0.57 0.28 +10.48 0.46 +10.71 0.48 +10.56

Step 3: As the given data is of a benefit type, the normalized matrix will be the same and displayed

in Table 8.

Table 8. Normalized matrix.

Ay A, Ag Ay
N (0.78 + 10.63,) (0.67 + 10.57,) (0.62 + 10.72,) (0.47 + 10.87,)
1 0.36 +10.66 0.48 +10.44 0.50 +:0.47 0.64 +:0.19
N (0.61 + 10.68,) (0.60 + 10.70,) (0.61 + 10.73,) (0.55 + 10.55,)
2 0.59 +10.83 0.48 +10.37 0.49 +10.34 0.46 +1:0.53
N (0.67 + 10.65,) (0.82 + 10.48,) (0.76 + 10.62,) (0.77 + 10.65,)
3 0.48 +10.52 0.62 +1:0.62 0.45 +:0.44 0.43 +10.56
N (0.81 + 10.57,) (0.80 + 10.61,) (0.75 + 10.69,) (0.72 + 10.55,)
4 0.59 +10.57 0.28 +1:0.48 0.46 +:0.71 0.48 +10.56
Step 4: Calculation of attribute weights by the CRITIC Method.
Step 4.1: Score of the normalized matrix;
0.56 0.54 0.56 0.60
_ 044 0.55 057 0.51
0.55 0.55 0.58 0.58
0.57 0.59 0.55 0.54
Step 4.2: The Correlation coefficient matrix is given as;
1 0.26 —0.33 0.74
.= | 026 1 —-0.50 —0.45
-0.33 —0.50 1 0.11

0.74 -045 0.11 1

Step 4.3: Now, we calculate the attribute standard deviation using the formula.

~\2
Yii(e— )

s, = 0.052,s, = 0.02097,s3 = 0.01033,5, = 0.03474

Step 4.4: Analyze the amount of information of each attribute using the following formula.

;=5 Z(l — Tjk)
=1

¢, = 0.12102, ¢, = 0.07716, 5 = 0.03837, ¢, = 0.03474

Step 4.5: Now, calculate the criteria weights using;



Step 5: MABAC method.

wj = ¢J’/Z?=1

w; = 0.3704, w, = 0.2362, w5 = 0.1174, w, = 0.276

¢;
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Step 5.1: Construct an initial matrix representing the initial assessment of DMs, which is constructed

in step 1.

Step 5.2: Using the Cq-ROFFWA operator, we will aggregate the matrices as done in step 2.

Step 5.3: Next, we will normalize the data as done in step 3.

Step 5.4: Now, the normalized matrix using the weights of attributes (obtained in step 4.5) is

displayed in Table 9.

Table 9. Standardized weighted matrix.

Al AZ Ag A4
L GEE | GEm | GRUED | Giew
X, 0.50 + :0.56, 0.45 + 10.53, 0.40 + 10.48, 0.42 +10.43,
(0.85 + 10.94) (0.87 + 10.83) (0.94 + 10.91) (0.84 + 10.87)
Ng 0.55 +10.53, 0.63 +:0.36, 0.50 + :0.40, 0.60 + :0.50,
(0.79 + 10.81) (0.91 + 10.91) (0.93 + 10.93) (0.83 + 10.88)
¥, 0.68 +10.47, 0.61 + 10.46, 0.50 + 10.45, 0.56 +10.43,
(0.85 + 10.84) (0.78 + 10.87) (0.93 + 10.97) (0.85 + l0.88)

Step 5.5: Now we evaluate BAA values

B; = (0.594+10.52,0.81 4+ 10.88 ) ,B, = (0.54 + 10.44,0.87 4+ 10.87 )
Bz = (0.45 +10.45,0.94 + 10.94 ) ,B, = (0.48 + 10.50,0.86 + 10.84 )

Step 5.6: The Distance between each alternative and BAA is displayed in Table 10.

Table 10. Distance between alternative and BAA.

Ay A, As Ay
Ny 0.03683 0.01731 0.01955 0.12864
N, 0.05654 0.05706 0.02736 0.04214
N3 0.03487 0.06122 0.02934 0.04784
N, 0.05406 0.04187 0.01978 0.04932

Step 7: Now, we will sum up the values of alternatives.

S(¥;) = 0.03683 + 0.01731 + 0.01955 + 0.12864 = 0.20232
S(¥,) = 0.05654 + 0.05706 + 0.02736 + 0.04214 = 0.18311
S(¥;) = 0.03487 + 0.06122 + 0.02934 + 0.04784 = 0.17327
S(¥,) = 0.05406 + 0.04187 + 0.01978 + 0.04932 = 0.16504
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Here we notice that
N, >N, >N, >N,

So, the best alternative is ¥;. In practical terms, the study underscores the suitability of
Passwordless Authentication with Hardware Tokens + Biometric Layer as the most powerful MLA
solution for bolstering cloud security. This discovery can help cloud service providers choose more
secure and reliable authentication methods. The graphical representation of alternative scores is

shown in Figure 5.

Comparative Analysis of Alternative Scores
(a) Performance Trend (b) Ranking Distribution
0.2116 - r

0.20232
0.2023

q.2023

0.1930 A

a v
o o
3 0.18311 2
=] . o
= 0.1837 A - =
o @
=1 =
8 0.18311 2
& 0.17327 o

0.1744 = -

0.17327 0.16504
0.1650 -
0.1557 T T T T T T -
Al A2 A3 Ad Al A2 A3 Ad
Alternatives Alternatives

Figure 5. Comparative analysis of alternative scores.

6.2. | Sensitivity Analysis

A sensitivity analysis is performed to assess the robustness and consistency of the proposed
decision-making model with different parameter settings. In this research, we focus on the impact of
the Frank aggregation parameter and the g-rung parameter, which play a crucial role in determining
the aggregation properties and the degree of flexibility in uncertainty representation. Through the
variation of these parameters, the stability of the outcomes and consistency of alternative rankings
are assessed. This procedure assists in showing the effectiveness and reliability of the proposed
method under varying parameters.

Sensitivity analysis of the proposed method under different Frank parameter values is shown

in Table 11.



Table 11. Alternative performance under Frank parameter.
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Different Values
of Parameter ¢

Sum of Values of Alternatives

Ranking

£=3

$(¥,) = 0.20232,S(¥,) = 0.18311
$(¥;) = 0.17327,$(¥,) = 0.16504

N, >N, >N, >N,

§=10

$(¥,) = 0.17988, S(¥,) = 0.16853
$(¥;) = 0.15653,$(¥,) = 0.14739

N, >N, >N, >N,

£=17

S(¥;) = 0.17106,S(N,) = 0.16308
S(¥;) = 0.15040,S(¥,) = 0.14082

N, >N, >N, >N,

£=124

$(¥,) = 0.16580, S(N,) = 0.15989
$(¥,) = 0.14688, S(¥,) = 0.13697

N, >N, >N, >N,

§=31

S(¥,) = 0.16218,S(¥,) = 0.15771

N, >N, >N, >N,

=138

$(¥,) = 0.15948,5(N,) = 0.15608
$(N,) = 0.14271,S(¥,) = 0.13236

N, >N, >N, >N,

£=45

$(¥,) = 0.15736,S(N,) = 0.15480
$(¥;) = 0.14133,$(¥,) = 0.13081

N, >N, >N, >N,

§=52

$(¥,) = 0.15564,5(N,) = 0.15376
$(¥;) = 0.14020, S(¥,) = 0.12955

N, >N, >N, >N,

£=59

$(¥,) = 0.15419,5(N,) = 0.15289
$(¥;) = 0.13926,S(¥,) = 0.12848

N, >N, >N, >N,

The variation of alternatives for different Frank parameter values is shown in Figure 6.

Sum of Values of Alternatives

Variation of Alternatives vs Parameter §

0.20 +

0.19 1

0.18 -

0.17 A

0.16 -

0.15 +

0.14

0.13 +

—8— Al

—— A3
—— A4

T
17 24 31
Parameter §

Figure 6. Variation of alternatives under the Frank parameter.
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Sensitivity analysis of the proposed method under different q parameter values is shown in Table 12.

Table 12. Alternative performance under the q parameter.

Different Values of] . .
Sum of Values of Alternatives Ranking
Parameter q

S(¥,) = 0.17657,S(¥,) = 0.16870
q=3 ) . §1>N2>N3>ﬁ4
S(¥;) = 0.15960,S(¥,) = 0.14870

S(N,) = 0.18945,3(N,) = 0.17784
q=4' . A §1>ﬁ2>ﬁ3>ﬁ4
$(N,) = 0.16832,$(N,) = 0.15837

S(¥,) = 0.20232,S(¥,) = 0.18311
q=>5 . _ M>N >N >N,
S(¥;) = 0.17327,5(¥,) = 0.16504

S(¥,) = 0.21028,S(¥,) = 0.18833
q:6 ) . *1>N2>N3>*4
S(N;) = 0.17872,S(¥,) = 0.17379

S(¥;) = 0.21566,S(¥,) = 0.19248
q=7 . . N>N >N >N,
S(¥;) = 0.18337,S5(¥,) = 0.18090

S(¥,) = 0.21877,S(¥,) = 0.19606
q=8 . _ N>N >N >N,
S(¥;) = 0.18803,S(¥,) = 0.18737

S(¥,) = 0.22062, 5(¥,) = 0.19928
q=9 A ) §1>§2>§4>N3
S(N;) = 0.19255,S(¥,) = 0.19336

S(¥;) = 0.22204, S(¥,) = 0.20208
q=10 . _ N>N, >N, >N,
S(¥;) = 0.19668, S(¥,) = 0.19875

$(¥,) = 0.22332,S(¥,) = 0.20450
g=11 , _ N, >N, >N, >N,
$(¥;) = 0.20040, $(¥,) = 0.20355

The variation of alternatives for different q parameter values is shown in Figure 7.

Variation of Alternatives vs Parameter q
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Figure 7. Variation of alternatives under parameter q.
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Sensitivity analysis shows that the proposed method is very robust with regard to the Frank
parameter, since the ranking of alternatives does not change for the nine examined values of the Frank
parameter. This suggests that the proposed aggregation method is stable with respect to the Frank
parameter. On the other hand, for the g-rung parameter, we observe a similar ranking pattern in most
cases, with only a slight fluctuation in the last two alternatives for three of the nine different values
tested. This minimal variation does not impact the top alternatives and, hence, does not affect the
decision-making process. These results demonstrate that the proposed approach is highly stable and
reliable across a range of parameter values.

7.1 COMPARATIVE ANALYSIS

In constructing any new theoretical model, it is necessary to contrast it with current methods
in order to ascertain its relative effectiveness and applied relevance. Without comparison, however,
the proposed model's strengths and weaknesses and its novel contributions cannot be defined. Hence,
to assess our framework's effectiveness, we have chosen a few established and well-known theories
from current literature as benchmark measures for comparative evaluation.

* Theory of hesitant fuzzy MABAC (HF-MABAC) by [45].

* Theory of intuitionistic fuzzy Frank power aggregation operators (IFFPAOs) by [46].

* Theory of Pythagorean cubic fuzzy Frank aggregation operators (PCFFAOs) by [47].

* Theory of g-rung orthopair fuzzy Aczel Alsina generalized weighted Bonferroni mean
operator (-ROFAAGWBM) by [39].

* Theory of complex g-rung orthopair fuzzy Frank aggregation operators (Cq-ROFFAQOs) by
[48].

Moreover, a comparison is presented in Table 13.

Table 13. Comparative analysis and results.

Methods Score Values Ranking
HF-MABAC S(N;) = Noresult  S(¥,) = No result .
. . : No Ranking
method by Qin et al. [45] S(¥;) = Noresult  S(¥,) = No result
IFFPAOs by S(¥,) = Noresult  S(¥,) = No result .
. : No Ranking
Zhang et al. [46] S(¥;) = Noresult  S(N,) = Noresult
PCFFAQs by S(¥,) = Noresult  S(¥,) = No result .
. . . No Ranking
Rahim, M. [47] S(¥;) = Noresult  S(N,) = Noresult
q-ROFAAGWBM by S(¥,) = Noresult  S(¥,) = Noresult .
i . No Ranking
Debnath et al. [39] S(¥;) = No result S(¥,) = No result
Cq-ROFFAOs S(¥,) = Noresult S(¥,) = No result .
X . No Ranking
by Du et al. [48] S(¥;) = No result S(¥,) = No result
Cq-ROFFWAOs S(¥;) = 0.2194 S(¥,) = 0.19983 M >N >N >N,
(Proposed) S(¥;) = 0.21548 S(¥,) = 0.20455
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Discussion of Table 11 has the following steps.

Qin et al. [45] suggested Frank aggregation operators of hesitant fuzzy sets (HFSs), which
combine several membership values to deal with hesitancy among the decision-makers in a
state of uncertainty. Their approach is, however, one-dimensional, based on membership
values, and fails to establish multidimensional uncertainty such as non-membership,
hesitation, and criteria contradictions. By contrast, our Cq-ROFF-CRITIC-MABAC model
utilizes the membership and non-membership degrees and the multifaceted uncertainty
characteristics, and allows us to evaluate the MLA schemes in cloud security, providing a
robust and multi-dimensional evaluation.

Zhang et al. [46] generalized IF power aggregation to group decision-making, which
represents hesitation and uncertainty. But IFSs have certain limitations since membership and
non-membership cannot add up to greater than one, thus limiting complex uncertainty
modelling. Our Cq-ROFF-CRITIC-MABAC model approaches this problem by adopting a
Cartesian structure. This allows flexible allocation of membership and non-membership
values while representing multidimensional uncertainty.

Rahim [47] used the Pythagorean cubic FSs in Frank aggregation to make group decisions
under uncertainty, but his method cannot effectively represent the multidimensional and
interdependent uncertainty in cloud security because it uses real-value space. As an
alternative, our Cq-ROFF-CRITIC-MABAC model uses q-ROF constructions and Cartesian
complex numbers, which offer flexibility in the membership allocation and a more detailed
representation of uncertainty, allowing more reliable and precise ranking of MLA strategies
in a cloud environment.

Debnath et al. [39] introduced an integrated approach for MADM using an extended
MABAC method combined with the Aczel-Alsina generalized weighted Bonferroni mean
operator to model the inter-relationships between criteria under a q-ROF environment.
But their model is limited to real-valued representations and Aczel-Alsina operations,
which may result in less flexibility in capturing the dynamic and complex relationships
between criteria. On the other hand, the proposed Cq-ROFF-CRITIC-MABAC model uses
Cg-ROFSs and Frank operational laws to provide a more flexible and rich representation
of uncertainty and to include objective criteria weighting using the CRITIC method to
improve the decision process.

Du et al. [48] proposed exponential aggregation operators of q-ROFNs to obtain uncertainty
in amplitude and phase and gave a sophisticated theory modeling of MCDM. Their method

is, however, limited to operator design; it does not have objective criteria weighting and
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strong ranking, and is hard to interpret within real-life applications of clouds. Our Cq-ROFF-
CRITIC-MABAC model addresses these gaps by using Cartesian-form complex numbers to
represent both values and characteristics of uncertainty. It integrates CRITIC for objective
weighting, Frank aggregation to capture interdependencies, and MABAC for consistent,

interpretable ranking.

The hybrid model has the following merits over the current decision-making processes. The
Cg-ROF environment has enabled a more comprehensive representation of uncertainty, and Frank
aggregation operators have made it possible to integrate the opinions of experts in a flexible way.
Moreover, CRITIC objectively assigns the criteria weights, and MABAC can generate trustworthy
rankings, which leads to more comprehensive and informative decision results for the evaluation of

cloud security. Comparative analysis is displayed graphically in Figure 8.

Comparative Analysis: Proposed Method vs Existing Theories
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Figure 8. Comparative analysis of proposed work vs existing work.

8.1 CONCLUSION

In the study, the Cq-ROFF-CRITIC-MABAC framework is proposed as a decision-making
method to assess and prioritize MLA strategies in cloud computing environments. The presented
framework is intended to overcome the disadvantages of the current fuzzy decision-making systems,
which are based on only real-valued information and are not able to describe complex uncertainty in
the system. The framework is flexible and informative enough to be used in a Cartesian form of Cq-
ROFNSs, which gives a more accurate depiction of uncertainty and hesitation in expert assessments.

Further, the addition of Frank aggregation operators increases the versatility of the framework, as
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they are able to effectively capture different interactions between the expert opinions and the
evaluation criteria. By taking both contrast intensity and inter-criteria conflict into account, the
CRITIC method is used for the objective determination of the weights of the criteria to enhance the
reliability of the evaluation process. Moreover, the MABAC method ensures a transparent ranking
procedure and is a stable one that efficiently discriminates competing authentication alternatives.
Therefore, the proposed framework is robust, reliable, and practical for making cloud security
assessment decisions and choosing the best authentication strategies in an uncertain environment.
Moreover, key findings are;
* Introduced a novel family of Cq-ROF Frank aggregation operators to ensure robust and
reliable processing of expert judgments.
* Developed a CRITIC-MABAC framework for systematic evaluation and ranking of MLA
strategies under uncertainty.
* Demonstrated the superior performance and effectiveness of the proposed methodology

compared to existing MCDM approaches.

6.1. | Limitations

The proposed Cq-ROFF-CRITIC-MABAC model offers a robust framework for ranking MLA
mechanisms under uncertainty; however, several limitations should be acknowledged. The model
relies on expert-driven evaluations, which may introduce subjectivity despite the use of objective
weighting through the CRITIC method. Additionally, the framework assumes a static decision
environment and does not explicitly account for the dynamic and evolving nature of cloud security
threats and authentication technologies. The computational complexity associated with Cq-ROFSs
and Frank aggregation operators may also limit scalability when dealing with large-scale decision
problems. Furthermore, the applicability of the proposed approach is primarily validated within a
specific case context, which may affect its generalizability across diverse cloud infrastructures and
real-world scenarios.

6.1. | Future Research Direction

The framework proposed could be further developed in the future to include dynamic and
adaptive decision-making to capture the dynamic nature of cloud security and authentication
technologies. Incorporation of real-time data analytics and machine learning algorithms may benefit
the model in terms of responsiveness and predictive power when it comes to the detection of
emerging threats and more effective authentication strategies. Moreover, the framework can be
extended to support more varied and larger decision environments, such as cross-cloud and hybrid
architectures, to enhance its scalability and applicability in practice. The proposed technique can be

validated further by comparing it with other advanced aggregation operators and extensions to fuzzy
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logic. In addition, researchers could consider integrating behavioral and contextual variables, and

policy and regulatory implications to present a more detailed and realistic analysis of MLA systems.
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